
Joining SAFIRE: SAFIRE 
best practices



• Step 1: The Forms we Sign
• Step 2: Taking on of Metadata
• Step 3: Considering Attributes
• Step 4: Test it!
• Step 5: Ready, Set, Federate

Presenter
Presentation Notes
Participation  Agreement outlines the roles and responsibilities of the various role players and is the overarching policy framework for the federation.The SP/IdP Registration forms are usually completed by the technical person responsible for the IdP/Sp, and we use it to validate the information provided in metadata.



Step 1: the Signing….

• Eligibility
• The Participation Agreement Looks like Greek ? No Problem…We have a 

Practise note!
• The IdP and SP Registration document
• Who Signs what ?

Signing

Technical
Participation

https://safire.ac.za/users/who-why-what/

Presenter
Presentation Notes
ELIGIBILITY: IDP: higher educational institution recognised under the Higher Education Act, or a public statutory research council. Other requests will be considered on a case-by-case basis by SAFIRE’s steering committee. SATS is one example.SP:  you need one or more existing identity providers to confirm that they’re interested in using your service. In some cases the federation may already be aware of such identity providers; in others you may be asked to indicate which identity providers you’re working with.

https://safire.ac.za/safire/policy/participation/v20160916.html
https://safire.ac.za/safire/policy/participation/practice-note/
https://safire.ac.za/wp-content/uploads/2016/11/SAFIRE-SAML2-IdP-Registration-20170623.pdf
https://safire.ac.za/wp-content/uploads/2016/11/SAFIRE-SAML2-SP-Registration-20170620.pdf


Step 2: Taking on of Metadata

• Get your Metadata ready
• SAFIRE’s Validator
• Role Contacts (please)
• Privacy/UAP
• Logos…

• Taking on your Metadata
• Adding Entity Categories
• Research and Scholarship Entity Category (R&S)
• SIRTFI Compliance

• Taking on SAFIRE’s Metadata

Presenter
Presentation Notes
Research & Scholarship for an IdP it is any institution that actively participates in research, and must release the R&S minimum attributes correctly…For an SP, Service Providers must support research and scholarship interaction/collaboration , aFederation operator must ensure that the SP meets the  Registration Criteria, this is self asserted.SIRTFI Security Incident Response Trust Frameworkis a framework that provides a structured way for providers to indicate that they follow current information security best practices, It raises their level of assurance and in so doing, raises trust within the federated community. We strongly recommend that SAFIRE participants consider looking into this, since more and more SP’s out there are starting to want this tag….

https://refeds.org/category/research-and-scholarship
https://safire.ac.za/technical/saml2/sirtfi/
https://safire.ac.za/technical/metadata/


Demo {validator} 
metadata

https://validator.safire.ac.za/
https://eva.eduroam.ac.za/simplesaml/module.php/saml/sp/metadata.php/eva-sp?output=xhtml


Step 3: Considering Attributes

• Identity Provider
• Service Provider

Presenter
Presentation Notes
The two use pretty much the same attributes, but of course, the IdP giveth, and the SP takethWe encourage the IdP to release the base sets of attributes (as can be seen at the link) The SP will taketh if of course, but we must receive proper motivation from the SP if they require any additional attributes, over and above the Default attributes listed at the link

https://safire.ac.za/technical/attributes/
https://safire.ac.za/safire/policy/arp/


What we do behind the scenes

• The Curation process
• The Federation Registry
• Monitoring

Presenter
Presentation Notes
Curation Process:What is it Why we do it ? – lowers the barrier to entry as since the federation essentially can do some of the work for you ie. If you say, have, SOAP enpoints in your metadata, it can be removed before metadata is committed into the federation registry, and it allows us to add things to metadata that form part of global requirements, such as R&S, and the SIRTFI tags.Federation RegistryBriefly what it does How we manage itWhat time it runsMonitoring:How your realm gets thereWhy we monitorForms part of initial test phase

https://phph.safire.ac.za/tail
https://monitor.safire.ac.za/safire/thruk/cgi-bin/status.cgi?host=testsp.safire.ac.za


Step 4: Testing

• Hidden Entity
• Wayfless URL
• The Test SP
• The Test IdP

https://monitor.safire.ac.za/safire/thruk/cgi-bin/extinfo.cgi?type=2&host=testsp.safire.ac.za&service=idp-tenet.ac.za&backend=4a759#pnp_th2/1551161036/1551251036/0
https://safire.ac.za/technical/resources/library-services/#values-needed-by-information-providers


Demo { testSP IdP}

https://testsp.safire.ac.za/
https://testidp.safire.ac.za/access-check/


Step 5: Ready, Set, Federate

• Un-hiding your entity
• SAFIRE Mailing lists

https://safire.ac.za/participants/idp/list/
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